MoLweHHNKN B KUOeprnpoCTpaHCTBE U KaK UM
NPOTUBOCTOATDL!

Bce vallle MOLIEHHUKM ANs NONyYeHWst 4oCTyna K NepcoHarnbHbIM AaHHbIM, PeKBU3UTaMm
HaHKOBCKMX MMaTeXHbIX KapToOYeK, Naponsam u Apyron KoHpuaeHumansHom nHdopMaumm
MCMNONb3ylT MeToAbl «COUManbHOW WHXEHEpPUU»: He B3namblBalOT YCTPOWCTBA, a
BbIMaHMBAIOT HY)XXHYIO MHGOPMaLMIO, ncnonb3ys Bawu amoumu.

Hanpumep, 3nOyMbILNEHHMK CBSI3bIBAETCA C AepXaTenem KapToykM MOoCpPencTBOM
TenedOoHHOro 3BOHKa MIN CO B3NIOMAHHOMO akkayHTa Aapyra, POACTBEHHMKA NN 3HAKOMOTO
B coumarnbHbIX ceTsix. B xoae 3BoHKa My nepenmckn MOLLEHHUK:

1. OnucbiBaeT CBOK CHOXHYIO >KWU3HEHHYIO
cuUTyauuMio 1M MpPOCUT  MOMOYb  emy
mMaTepuanbHo;

2. lNpeactaBngetca  paboTHMkoM  BaHka,
«3anyrmpaeT» JIOKHOM WHGOpPMaunen o
COMHUTENbHBIX ornepaumax ¢ HGaHKOBCKOW
NNaTeXHOM KapTOYKOM (Hann4mm 3asiBKM Ha
Kpeaur, GrnokupoBke cyeta nnu
MOLUEHHMYECKMX aTakax), W npegnaraet
AN1S1 COXpaHEeHUs1 OCTaBLUMXCS AEHEXHbIX
CpPeacTB NepeBecTU UX Ha HOBbIW CYET;

3. lNpeacTtaBnseTca noTeHumnanbHbIM NOKynaTtenem TtoBapa, 00bsABNeHNe O npogaxe
KOTOpPOro Obifi0 pa3MeLLeHO AepXaTenem KapTOukM B CETU UHTepHeT (Hambornee
nonynsipHbl Nnatopmbl No Npogaxe 6/y BeLlen).

CueHapm MoOryT ObiTb pa3HbIMKM, a WUTOr OAMH: [AepXaTeflb KapTOYKM
cCaMoCTOSAITeNIbHO NpefoCTaBNAET BCe CeKpeTHble AaHHble, KOAbl U3 CMC-COOOLLEeHNN
6aHka, NornH u naponu.

MomHuTe! Takue crnyyam He OTHOCATCA K NPUHLMUNY «HYNEBOW OTBETCTBEHHOCTU»
AepXxaTensa KapTO4ku, TaK KakK KOHcuaeHuuanbHble AaHHble 3710YMbIWEHHUKY
cooOLWun oH cam.

Ob6pawaem Bawe BHMMaHue, 4YTO TenechoHHbIA HOMEP MOLUEHHUKA MOXeT ObITb
Noxox Ha TenedoHHbIN HOoMep BaHka M oTnNM4YaTbCA OQHOM WU HECKONbKUMU

uucpamu.

MHorpa, pencTtButenbHO, TpebyeTcsA nofyYyeHne KOMMEHTapueB OT [epxatens
KapTO4KM Nno hpakTy CoOBepLUEeHUA onepauumn, KoTopas ABMNAeTCA COMHUTENIbHOW Ans
BbaHka. B Takom cny4vyae baHk HanpaBnsieT Ha TenedOHHbLIN HOMep KnueHTa SMS-
coobLleHMe ¢ npocb6oM nepe3BOHNUTb B LIeHTp knueHTckon nopaepxku baHka.

O6esonacutb cebst OT JaHHOrO TMMNa MOLLUEHHUYECTBA MOXHO, cobnogasa npocTbie Mepbl
Ge3onacHOCTM W nNposBNAs pasymHyl OauTtenbHocTb. Ecnu  Baw  cobecegHuk
npeacTaBunca COTPygHUKOM ©OaHka M MblTaeTcsa MnoslyduTb MNepCcoHasribHble AaHHbIE,
pekoMeHayeM He3amennuTeNnbHO 3aBeplunTb Auanor U caMocTosTenbHO obpaTuTbCs B
BaHk no Homepy, ykazaHHOMY Ha Baluen 6aHKoBCKOW KapTe.



He OyabTe wu3NUWHe AOOBEpPYMBbLIMU, He coBepwanTe MAOEeUCTBUMU, KOTOopble
cnoco6CcTBYIOT Nepeaayve KOHUAeHUNanbHbIX AaHHbIX TPEeTbUM nuuam!

BoT Heckomnbko MPOCTbIX COBETOB, COBIOAEHNE KOTOPbLIX, MO3BOMIUT HE CTaTb XEpPTBOW
310YMbILLUNIEHHUKOB:

1.

Mepea Tem, Kak OTKNMKHYTBCS Ha NpocbOy Apyra B coumanbHOM CETU, CO3BOHUTECH
C HUM Unun HanauTte cnocob ybeamTbecs B TOM, YTO €ro akkayHT He B3NloMaH (3aganTte
APYry BOMPOC, OTBET HA KOTOPbI 3HaeTe TONbKO Bbl 06a);

Y ©aHKOB HEeT COBMECTHbIX KOHTaKTHbIX LEHTPOB W cnyxb ©6Ge3onacHocTH,
cnepoBaTenbHO, MEPEKMYEeHNEe MeXAy HUMMW HEBO3MOXHO. Ecnn  3BOHALLMM
rOBOPUT O TaKOM «MNEPEKoYEHNY, NPEPBUTE pa3roBop 1 nepe3soHnTe B baHk no
yKkasaHHOMY Ha 6aHKOBCKOW KapTe unu ouumanbHOM canTe HoOMepawm;

Ecnu cmc-coobLieHne o nogo3putenbHOM onepauumn No KapTodke NPUXoauT B HOBYIO
BETKY Nepernuckn, B KOTOpPoOW paHee He B6bino coobuieHnn oT baHka — 370 nosopg
YTOYHUTb €€ LOCTOBEPHOCTb U NEPE3BOHNTL B BaHK;

PaboTHukn baHka HUKorga He npocAT 03BYYUTb CMC-KO, KOTOpbIN Heobxoamm Ans
NnoaATBEPXAEHUA COBepLleHns 6GaHKOBCKOW onepauuu, a Takke HuKorga He
crnpaLumBatoT SIOrMH UK Naponb AN BXo4a B CUCTEMY ANCTaHUMOHHOIO 6aHKOBCKOIro
obcnyxuBanusa (NHTepHeT-6aHkmHr, M-6aHkuMHr n gpyrme). B Takon cuTyaumm
HeMeaneHHO NpepBuUTE Pas3roBop N CBSXKUTECH C baHKkoMm;

Hukomy n Hukorga He coobuanTe faHHbIE CBOEW KapTOYKkM U BCEraa gepXute ee B
nosie 3peHns Npu CoBEPLUEHUN NNaTeXewu;

ObsasatenbHo nogkntodnte 3D-secure N CMC-OMOBELLEHUNE;

Mcnonbayinte Tonbko oduumanbHbin cant baHka ans Bxoga B cuctemy NHTepHeT-
BGaHkuHra nnn oduumansHoe MobnNbHOE NPUIOXKEHNE;

PeryndapHo o0HOBRsinTe Naponu, ucnonb3yemble [Ansi Bxoga B CUCTEMY
ANCTaHUMOHHOrO GaHKOBCKOro OOCnyXuBaHusi, a Takke ANA NoATBEPXAEHUS
nnaTtexemn;

B cnyyae BbIsIBNeHUs OENCTBMA MO KapTO4YKe, KOTOpble BaMyW HEe COBepLUasinChb,
HeobxoanumMo onepaTtmBHO obpaTuTcs B baHK unmn camocTosaTenbHO 3abnoknpoBaTtb
KapTOYKy B CMCTEME ANCTAHUNOHHOIO 6aHKOBCKOro 06CnyKMBaHUS.
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PaccmMoTpum camblie pacnpoCcTpaHeHHble CXeMbl MOLUEHHNYeCTBa cenm4ac:
1. «3BOHOK U3 BaHka»

Bam 3BOHMT He3HakoMmel. Homep BxogsilLero 3BOHKa
OYeHb TMOXOX Ha Homep OaHka, a 3BOHALWMMK
npeactaensetca pabOTHUKOM  KOHTaKT-UeHTpa uniu
cnyx6bl 6esonacHocTn 6aHka.

Ana peanu3aumm MOLUEHHUYECKOM CXEMbl TaKkKe
NCNONb3YTCA MecceHmxepbl, npexae Bcero Viber. Belarus Bank
Bxoaswmn 3BOHOK MakCcMManbHO 3akamydqriMpoBaH NoA Viber Audio...
3BOHOK COTpyaHuKa ©GaHka: Ha aBaTapke MOoXeT
ncnonb3oBaTbCa  Norotun  GaHka  (NOMHOCTBIO MK
yacTu4yHO), a oTobpaxaeMbli TenegOHHbIN HOoMep
3BOHALLEro MOXeT OblTb O4YeHb MNOXOX Ha TenedoH
cnyx6bl nogaep>xkn 6aHka.

* Number not in your contacts

n°

Y MOLUEHHUKOB €CTb BO3MOXHOCTb 3BOHUTbL C HOMEPOB,
MOXOXUX  Ha  odmumanbHble  Homepa  BaHka.
3MoyMbILLNEHHUKM MEHSIOT Undpbl B HOMepe, KoTopble
Bbl MOXXETE He 3aMeTUThb.

Y Bac npocAT KoH(maeHUManbHbIe AaHHble

MoweHHNK coobLlaeT, YTo «baHK BbIABMN NOO03PUTENBHYIO onepaumio no Bawen kapTte»
NN «MOCTYNUA 3anpoc Ha OHNanH-oopMneHne kpegmta Ha Bawe nms».

OH npocut y Bac normH n naponb ot WHTepHeT-6aHkmHra, kog n3 SMS ot baHka (B
GONbLUMHCTBE Cry4YaeB CONpoBOXaaeMbl hpason «Hukomy He coobanTe!»), pekBU3UTbI
KapTbl (NOMHbLI HOMEP KapTbl U cpok ee aenctaus, CVV- nnu CVC-koa). 3TO HY>KHO SKOObI
«N151 COXPaHHOCTY BaLUUX OEHEr.

Kak MmoLweHHUK nbiTaeTcsa Bac YGBDMTI:

e «MhbI 380HUM C ogbuyuanbHO20 HOMepa, rposepbme Ha caumey.

e «B uensx koHudeHyuanbHOCMU S 6K/rYar poboma, Komopsbil 3awumum
sawu OaHHbIe» (Bbl CrbiUNTE B TPYOKE NErKUN LWenecr).

e [nsa ybeantenbHOCTM OH Ha3blBaeT BalUM MNepCoHanbHble [AaHHble (MMS,
OT4eCTBO, nocnegHue 4 undpbl KapTbl U Ap.) U NPOCUT NEpPeBECTU AEHbIN «Ha
3aWUWEHHBIU c4em, KomopbIl 3aKpernséH 3a NepcoHaslbHbIM MeHEeOXXepoM: 3Mmo
HY>XHO Onsi 6e3onacHocmu, a MOMOM 8bl CMOXEeme 8epHyMb OeHbauy.

e Wnu npocut HasBaTb BalUuM MepPCOHasbHble OaHHbIE UNN CEeKPeTHble Koabl U3
SMS poboty, npu 3TOM B TpyOKe Bbl CAbILLNTE MY3bIKY.

« Bam npegnaraioT ycnyru CTpaxoBkM OT MOLLUEHHUYecKux Aencteui. Ons ee
odpopmneHmss HeobxoaMMO NpeaoCcTaBUTb [aHHble O KapTe, Ha KOTOpoWn
Haxo4ATCsA 3HaYUTENbHbIE AEHEXHble cpeacTBa n SMS-koa Ansa noaTBeEpPXKAEHUSA
onepauuu.

BaxHo! Hukomy He coobuiante CBOWM NIMYHbIE [aHHble, AAHHblEe KapT, 3allUTHbIE KOAbl,
kogbl u3 SMS! Ecnu ¢ kapTon, AENCTBUTENBHO, NMPOUCXOOAT MOLLEHHUYECKNE onepauum,
BaHk cam moxeT ee 3abnoknposarthb!



2. «lMoTeHuManbHbLIN NOKynaTenb»

MoLueHHUK npeacTaBnaeTcd
NoTeHuManbHbIM NOKynaTenem ToBapa,
ob6bsABNeHne O npogaxe KOoTOpOoro
OblNO0 pasmMelleHO BaMu B CETU
MHTepHeT. [lo KakMM-TO npuyYMHam
«noKynaTenb» He MOXEeT CerogHs
NpMBE3TU OEHbMN, HO XOYeT npucnaTb
BaM 3anor us3 ppyroro ropoga no
cucTemMe AMCTaHUMOHHOrO GaHKOBCKOroO
obcnyxunsanHus.

Ccbinka

[na nposepku MOCTyNfeHNs MnepeBoda MOLIEHHUK HanpasnsieT BaM CCbIKy Ha
PULLNHIOBbLIN CanT, KOTOPbIN O4YeHb 6NIM30K NO An3alriHy Ha UCMNONb3yeMbIi BAMN NHTEPHET-
BGaHK nnu cTpaHuly Ong BBOAA PEKBU3UTOB KApTOYKU AS1S MOMNyYeHUs yXe OTnpaBreHHOoro
nepeBoAa AeHexXHbIX cpeacTB. [locne BBeaeHMs BaMmu B Nonsa OULLMHIOBOMO canTa napons
N NIOrMHA NNW PEKBU3UTOB BalLie KapTOYKK, AaHHbIE€ CTAHOBATCS AOCTYMHbI MOLLUEHHUKY .

QR-kop

BMecCTO CCbIfKM MOLUEHHNK MOXeT HanpaBuTb BaM QR-Kof, KOTOPbIN Takke XpaHUT B cebe
CCbIfKy Ha oMLLIMHIOBLIN canT. [locne BBeaeHus BaMu B Nonst OULLMHIOBOroO canTa napons
N NIOrMHA NNW PEKBU3UTOB BalLie KapTOYKKM, AaHHbIe CTAHOBATCS AOCTYMHbI MOLUEHHUKY .

BaxHo! He nepexoaute no nogo3putenbHbiM ccbinikaMm. [Ons Beb-sepcumn UNHTepHeT-
BGaHKkMHra ucnonb3ymnTe ToNbKO oduumanbHbeli canTt baHka, a gns MobunbHon Bepcun —
TONbKO MOOWNBbHOE MPUMOXeHWe, 3arpykeHHoe w3 oduumanbHbiX  MarasuHOB.
BHMMaTENbHO U3yynTe calT, Ha KOTOPOM BBOAUTE 5UYHble AaHHble. OBs3aTenbHO
npoBepbTEe HanMuMe Takoro camta B MHTEPHETE.

3anomHute! [1ns nonyyeHns nepeBoga AEHEXHbIX CPeAcTB HET HEOBXO0AMMOCTM BBOANUTL
cpok gencteua kapTbl 1 CVV-koa.

3. «CoobLeHuns B counanbHbIX CeTAX»

MOLUEHHUK HE3aKOHHBIM NyTEeM NoslydaeT A0CTyn
K CTpaHuM4ke B coumarnbHOM CeTu U oTnpaBnsieT
coobLeHuns ¢ npocbbor MHAHCOBON NOMOLLN OT
NMEeHN ee BNagenbua apy3bsMm.

Mpocbba moxeT BbITb camasi pasHas: oT « CKMHb
MHe [OeHer Ha KapTy, no apyx6e» 00 HexBaTku
AeHer Ha Gonbluyto Nokynky. B peakux cny4vasix
MOLUEHHVK [axe nNpoCUT MpOM3BECTU onnarty
camocTosATensHo, obellass BO3MECTUTb 3aTpaTbl
npw JIM4HOW BCTpeYe.

BaxHo! [Npn nonyyeHMn COMHUTENBHOIO COOBLLEHUS UM Manenwen HeyBepeHHOCTU B
TOM, 4YTO Bbl AENCTBUTENBHO ObLLaeTeCh C BNagenbLeM CTPAHUYKK, MO3BOHUTE EMY.



4. «Posbirpbiwun/pasgaun/onpocokl ot BaHka Unu MHbIX opraHn3auun»

| Ceroaxn
CeroM npurnawaer Bcex
Ha nNpasgHuK !
Kynowbi Viber Out Playstation
4 Xbox One u kpynHbie
AEHEXHbIe NpUsbl — HUKTO U3
YYACTHUKOB He YHAET 6e3
nopapkal

YyacrBoBath:
www. viber-promotion10.com

QViber

10 IET BMECTE
JAPUM MOAAPKM

KAXAOMY HALEMY
MOABL30OBATEAID

3ABPATH [TOAAPDK

10 net BMecTE

©

MOLWEHHNKN OCTaBNAT BblOYMaHHY pekrnamy B
NonynsipHbIX couManbHbIX ceTaX 06 onpoce OT UMEHWU
baHka n «Pasgayve npusos nepson 1000 npoweinx
ornpoc!» nnu o ToM, YTO B CBA3U A rogosBLnHON bBaHka
nMBo WUHBIM  3HAYUMbIM  MEPOMPUATUEM, MNOCNEOHUN
pasgaeT CBOMM KINMEHTaM [AeHexHble npuabl. Llenb
onpoca — $KOObl M3y4ynTb MHeHMe KnueHToB. [locne
NPOXoXaeHnsi onpoca opraHmnsaTop obelaeT geHeEXHoe
BO3HarpaxxgeHue.

OpHako, nocrne npoXoXAeHus ornpoca Heobxoaumo
3annatntb HebOMbLIYD KOMWUCCUIO, CBSA3AHHYHD C
nepedYncrieHnemM BoO3HarpaxageHma nmbo ¢ uenbto
nonyyeHuss nocnegHero — BBECTU [JaHHble Baluen
©aHKOBCKOWM KapThl.

[aHHbIN Kenc Oo4YeHb pasHOOOpaseH M orpaHuyMBaeTcs
TONbKO BOOOpaxeHnem MoLIeHHUKOB. BmecTo onpoca
MOXET npegnaratbCs BO3MELLEHME HanorosbIxX BbIMMarT,
KOMMeHcauus 3a HanuMyue Bawux faHHblx B 6ase
«YTEYKMU» U UHbIE MaXMHaLMK.

BaxHo! [loceTuTe opuumanbHyo cTpaHuLy opraHM3aunm Unmn No3BOHNTE B KOHTAKT-LIEHTP
O515 NPOBEPKN Hann4ns akumm, posbIrpbillia unm onpoca.



